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ABSTRACT
The accelera�on of informa�on technology has oriented the development of a digital society 

where a new social order was formed based on data rela�onships. The research used a systema�c 

literature review and qualita�ve research methods to explore the characteris�cs of new social 

order in an AI-enabled world. The research aims to iden�fy the forma�on of new social order and 

its impacts on the socio-economic development in Vietnam. The results contributed to theories of 

transcendental phenomenology, social construc�on, and urbanism. The results iden�fied 

intertwined opportuni�es and challenges for Vietnamese digital society, including social iden�ty 

management, smart urban infrastructure management, and data colonialism. Recommenda�ons 

suggested a transforma�ve strategy based on a collabora�on between government, educa�on, 

and business to develop human capital concerning digital ci�zenship, culture reinforcement, and 

social support.

Keywords: social iden�ty, Vietnamese digital economy, Vietnamese digital society, digital ci�zenship, 

human capital development

1. INTRODUCTION

Since 1960, the propor�ons of service and 

manufacturing sectors in the Southeast Asia 

economy have increased, and the physical 

capital stock has replaced human capital stock 

[1]. Ar�ficial intelligence (AI) and machine 

learning (ML) not only perform arithme�c, lip-

reading, and speech transcripts be�er, faster, 

and stronger but also control, monitor, and 

classify opera�ons automa�cally. Malicious 

use of AI a�acks digital, physical, and poli�cal 

securi�es [2]. Cybera�acks exploit human 

vulnerabili�es through automated hacking 

and impersona�on. Autonomous weapon 

systems are directed remotely to a�ack 

physical systems. Surveillance, propaganda, 

and decep�on gain knowledge about human 

behavior, mood, and belief from storable data, 

which causes privacy invasion and social 

manipula�on. Although technology disrup�on 

generally enhances social quality, such as a 

longer lifespan, poli�cal polariza�on happens 

due to reduced economic diversity [3].

Human agents play cons�tu�ve roles in the 

ongoing crea�on, inven�on, implementa�on, 

use, and support of social reality and the digital 

economy [4]. The size, shape, and scope of
the Internet were useful for assessing the
societal transforma�on of internetworked 

organiza�ons, including email communica�on, 

web presence, buyer-supplier transac�on 

network, and real-�me virtual integra�on. As 

organiza�ons are key players in the emerging 

digital economy, the socio-technical change 

processes need to consider the role of the 

organiza�on in the development of the digital 
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economy, the social trans-forma�on across 

internetworked orga-niza�ons, and the 

crea�on of social values embedded in the 

digital economy. Especially consumer privacy, 

trust, reliability, and freedom from sur-

veillance are essen�al values for the socio-

technical transforma�on.

According to the Na�onal Digital Trans-

forma�on Program in Vietnam, to 2025 

towards 2030, digital society is developed 

based on three pillars: digital economy, digital 

government, and digital society [5]. The report 

on the percep�on of Vietnamese enterprises 

revealed a low, confusing and difficult digital 

transforma�on process. The hyper-connected 

digital society operates based on digi�zed and 

connected Internet infrastructure and the 

applica�on of digital technologies across laws, 

educa�on, social security, and healthcare 

fields. Society 5.0 dis�nguishes itself from 

society 4.0 as an integrated system between 

cyberspace and phys ica l space, which 

promotes comfortable, adequate, and high-

quality social life and human society. The 

visionary society 5.0 in Vietnam follows similar 

characteris�cs of the digital society model in 

the Asia-Pacific region regarding digital 

commerce, digital l i festyle, and digital 

ci�zenship. Specifically, digital ci�zenship 

enjoys publ ic serv ice and interac�ons 

between government, enterprises, and 

ci�zens through digital channels. Digital 

lifestyle was reflected through more online 

behaviors ,  inc luding working , p laying , 

studying, consuming, and virtual reality 

experiences. Digital commerce simplifies 

opera�ons, payment, and processing and 

distribu�ng goods through digital channels. 

Vietnamese digital society is in the process of 

accelera�ng digital technology business, 

na�onal public service portal and public 

administra�ve services deployed the latest 

technology, digital behaviors including 

playing, working, studying, and consuming as 

well as mul�-layered social security and 

welfare systems including communica�on, 

educa�on, and social security and welfare. As 

digital society changes social communica�on, 

interac�ons, and living environment, the 

implementa�on of the Na�onal Digital 

Transforma�on Program in Vietnam to build a 

digital society by 2030 needs to address the 

extended social development management to 

hyper-connected space.

Although much research iden�fied the need 

f o r  e m p l o y i n g  o p � m i z e d  t e c h n o l o g y 

innova�on to increase the effec�veness of 

socio-economic development, there is yet any 

research to highlight the technological impacts 

on the emerging digital society in Vietnam. 

Therefore, the purpose of this research is to 

synthesize and analyze relevant research 

about the forma�on of new social order in the 

digital age and its impacts on the socio-

e co n o m i c d eve l o p m e nt i n  t h e hy p e r-

connected digital society. Firstly, the research 

will describe the characteris�cs of Vietnam's 

social order in tradi�onal society compared to 

that in a digital society. Secondly, the research 

will iden�fy the opportuni�es and challenges 

for Vietnam's social order in the digital 

economy. Finally, the research will recommend 

a transforma�ve socio-economic deve-

lopment strategy in Vietnam.

2. LITERATURE REVIEW
The purpose of the literature review is to 

explore the defini�on of social order, the 

changes in social order in the digital economy, 

and its impact on socio-economic deve-

lopment. Literature review results expect to 

clarify the rela�onship between social order 

and economic development in the AI-enabled 

world. The results expect to iden�fy a research 

gap in the socio-economic development in 

Vietnamese digital society compared to 

previous research findings. 
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2.1. The defini�on of social order
According to the social construc�on theory, 

social order is a human product produced from 

the ongoing process of externaliza�on [6]. The 

soc ia l order forma�on process occurs 

simultaneously with the ins�tu�onaliza�on 

process, which is an ul�mate product of objec-

�fica�on and externaliza�on processes. 

During the ins�tu�onaliza�on process, 

customiza�on occurs when pa�erns of 

repeated ac�ons are copied. When a person 

looks at another person in a certain type, 

typifica�on is formed. The ins�tu�onal order is 

fo r m e d b a s e d o n a s s i g n e d ro l e s  a n d 

programmed human behaviors in specific 

scenarios. The legi�macy gives ins�tu-

�onal iza�on subjec�ve credibi l i ty and 

objec�ve presence. As ins�tu�onal order 

inheres in history, key elements of the 

ins�tu�onal tradi�on are transferred to the 

next genera�on through explana�on or 

jus�fica�on. The communica�on methods for 

the transfer include pre-theory, rudimentary 

theory, and the most advanced symbolic 

universe where people find iden�ty and living 

reason. Therefore, characteris�cs of con-

ven�onal social order are shaped by social 

interac�ons and human learning based on 

collec�ve systems of meaningful and rela�onal 

history [7] , which ins�tuted col lec�ve 

socializa�on as drivers of policy paradigms.

2.2. The characteris�cs of new social order in 

the digital economy
Transcendental phenomenology suggested a 

modern research approach to naturally 

describe the social world based on phenomena 

of human experience and emerged iden�ty, 

without preconceived ideas [8]. Digital 

transforma�on enables the automated 

classifica�on of human iden��es based on 

measurable data such as gender, age, 

na�onality, ci�zenship, and traces of digital 

behaviors [9]. The modula�on of assessment 

transforms social structure where human 

iden�ty depends on the technical environment 

and pre-assumed self-depic�on. Digital data 

analysis and ML deployed in fingerprint, iris, 

facial recogni�on, and online iden�fica�on 

replace tradi�onal collec�on methods of 

worldwide government.

In the digital society, ML is an alterna�ve to 

col lec�ve social iza�on for ins�tu�onal 

dependency [7]. Similar to human learning, 

ML, which mimics individuals and groups, is 

hungry for data to a�ain accuracy and 

desirable confidence level. Especially, social 

media enhances the search disposi�on of ML, 

which reorganizes human experience and self-

understanding. Humans develop an obsession 

with feeding longitudinal databases and 

keeping track of performance in social life. 

Individual iden�ty is a unique combina�on of 

digital content to foster the phenomeno-

logical profit genera�on nature of digital 

infrastructure through target adver�sement, 

developed commercializa�on, and AI.

According to modern urbanism theory, the 

modern infrastructure ideal was developed 

based on the complex and dynamic socio-

technical process [10]. The high capacity of 

transoceanic and transcon�nental fiber 

networks enables surveillance systems and 

armed guards in worldwide ci�es. The 

networked infrastructure allows seamless 

connec�on between transport, telecom-

munica�ons, energy, water, and streets in 

contemporary ci�es and urban regions. Since 

1850, there have been public and private 

sector investments in the infrastructure 

network in Western countries, which ex-

panded to urban spaces across Africa, La�n 

America, Asia, and Australia. Since the 1960s, 

the modern urban infrastructure ideal has 

become the emerging prac�ce of business and 

government on a global scale. Human society 

and living environments are shaped by the 
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largest era of cyberspace and urbaniza�on.

2.3. The opportuni�es and challenges for the 

new social order in the digital economy
2.3.1. Social iden�ty management
Although cyberspace encourages social 

interac�ons for everyone, the ordinal and 

nominal classifica�on of ML deteriorates 

vulnerable communi�es [7]. Ins�tu�onal 

categoriza�on systems which legi�mize 

ci�zenship based on digital traces exacerbate 

the inequali�es and create new symbolic 

violence [9]. Specifically, misiden�fica�on 

neglects human subjec�vity and adversely 

affects minori�es due to prejudiced rep-

resenta�ons. On the contrary, data capi-talists 

benefit from personal data representa�on and 

surveillance regimes. Although data affor-

dance increases transparency and acces-

sibility, the statecra� in the digital age is less 

accountable [11]. Survei l lance systems 

provide state management with be�er control 

and efficiency but encounter problems of data 

jus�ce, property rights in data, and the control 

over the par�cipa�on in data collec�on.

2.3.2. Smart urban infrastructure management
Today's modern infrastructures ideal across 

developed, developing, and newly indus-

trializing ci�es encounter poli�cal ini�a�ves 

and policies trea�ng technology and ci�es in 

parallel [12]. Although cyberspace shrinks 

social, economic, cultural, and geographical 

fragments in the offline world, it facilitates 

urban polar iza�on concerning poverty 

connec�on and geographic restructure. The 

uneven growth of the Internet affects the 

physical, technological, social, and economic 

architecture of c i�es. A para l le l  com-

munica�on system exists between a group of 

people having access to the Internet and 

another one being disconnected. Dominant 

players in the economy typical ly make 

infrastructure investments targeted at 

socioeconomically affluent groups and areas. 

Therefore, poor, and marginalized com-

muni�es are excluded from public service, 

employment opportuni�es, and insurance.

2.3.3. Data colonialism
In the twenty-first century, data colonialism 

takes across space and �me, duplica�ng all 

social rela�ons on digital pla�orms to 

capitalize the human capital infinitely [13]. 

Since 2019, data colonial ism has been 

acknowledged to have the same characteris�cs 

as conven�onal colonialism regarding the 

appropria�on of resources to form a new 

society and wealth maximiza�on through the 

appropria�on as well as the use of the ideology 

to interpret what is happening. Quan�ta�ve 

social enterprises exploit g ive-and-get 

rela�onships to collect data about people, 

organiza�ons, and things, which is a valuable 

source of “new oil” [14]. When users enter “a 

deal with the devil,” private and insecure 

systems con�nuously and autonomously 

collect and transmit data. Data colonialism 

facilitates the exploita�on of humans through 

not only data [13] but also the corporate 

poli�cal economy through transna�onal 

informa�on and communica�on technology 

(ICT) and urban development's [12].

Consequently, literature review results defined 

new social order in the digital age as data-

based rela�onships. Firstly, social iden�ty 

classifica�on systems based on ML and 

algorithms enhance transparent, accessible, 

and accountable governance, but there is a 

challenge in trea�ng social iden�ty as a 

collec�on of cultural ideas and the enduring 

em b o d im ent o f  h u m a n b e in g s  h av in g 

personali�es and social preferences and 

influences in both the online and offline world. 

Secondly, social rela�ons become economic 

mo�ves for data capitalists, but there is a 

challenge for the appropria�on of human 

through data. Thirdly, smart ci�es are modern 



infrastructure ideal in the digital society, but 

there is a challenge for urban polariza�on. The 

results contributed to the theories of trans-

cendental phenomenology, social cons-

truc�on, and urbanism. The results iden�fied 

the research gap, which is the rela�onship 

between the forma�on of new social order and 

its impacts on the socio-economic deve-

lopment in Vietnam.

3. METHODOLOGY
The research applied a systema�c literature 

review method to synthesize and analyze 

relevant research to answer the problem 

statement of opportuni�es and challenges for 

Vietnam's social order in the digital economy. 

Fundamentals of systema�c literature review 

include selec�ng relevant studies, analyzing 

val id scope, method, and results , and 

synthesizing integra�ve as well as conduc�ng 

qualita�ve research to avoid biased data 

selec�on [15]. A theore�cal framework for the 

opportuni�es and challenges for Vietnam's 

social order in the digital economy was 

developed based on systema�c literature 

review results.

The focus group interview took place in March 

2022 on Microso� Teams so�ware which 

provided the par�cipants with convenience. A 

group of six people, including specialists and 

professionals with backgrounds in social 

science, business, and educa�on, par�cipated 

in a group discussion. An interview guide was 

developed to acquire ins ights for the 

understanding of Vietnamese social order in 

the digital age and its impacts on the socio-

economic development in Vietnam. Ques�ons 

included “What are the characteris�cs of 

Vietnam's social order in the digital society?”, 

“Do you think that social iden�ty mana-

gement, smart urban infrastructure mana-

gement, and data colonial ism are vital 

characteris�cs of Vietnamese digital society? 

Why?”, “Do you think that social iden�ty 

management, smart urban infrastructure 

management, and data coloniza�on have 

impacts on the socio-economic development 

in Vietnam? Why?”, “Do you have other ideas 

to share?”.

The qualita�ve results were recorded on 

Microso� Teams so�ware and manually 

analyzed by the researcher. The results were 

classified into themes, categories, and quotes. 

The results were compared with literature 

review results to confirm the research model. 

The results contributed to the applica�on of 

transcendental phenomenology, social con-

struc�on, and urbanism theories to explain the 

rela�onships between the forma�on of new 

social order in the digital age and its impacts on 

socio-economic development in Vietnam.

Figure 1. The research model of the opportuni�es and challenges for Vietnam's social order in the digital economy

79

Journal of Science - Hong Bang Interna�onal University ISSN: 2615 - 9686 

Journal of Science Hong Bang Interna�onal University -  -  Vol.3 - 12/2022: 75-86



4. RESULTS AND DISCUSSIONS
4.1. Qualita�ve results about characteris�cs 

of new social order and its influence on the 

socio-economic development in Vietnam
The qualita�ve results revealed that all 

informants recognized the forma�on of a new 

social order based on data rela�onships due to 

powerful technological development across all 

aspects of the economy and society. Although 

most of the informants understood the impacts 

of AI technology on social iden�ty management 

and smart urban infrastructure management 

through “na�onal popula�on database 

towards e-Government” and “smart ci�es 

development projects” in Vietnam, many 

informants were not acquainted with the data 

colonialism phenomenon. However, most of 

the informants preferred private personal life 

due to “insecure social rela�ons on social 

media pla�orms.” Valuable insights to the 

discussion about the opportuni�es and 

challenges for Vietnam's social order in the 

digital economy included “labor produc�vity,” 

“social responsibility of AI technology,” 

“equitable distribu�on of social welfare to 

ci�zens,” and “strong legal framework and 

policies on data privacy and exploita�on.”
 
4.2. Digital ci�zenship and smart ci�es 

development in Vietnam
According to the report of We Are Social and 

Hootsuite in 2021 [16], the world popula�on is 

7.83 billion, 66.6% of them use mobile 

connec�ons, 53% of them are social media 

users, and the Internet penetra�on rate is 

59.5%. Vietnamese popula�on is 97.75 million, 

37.7% of them live in the urban, 62.3% of them 

live in the rural, 157.9% of them use mobile 

connec�ons, 73.7% of them are social media 

users, and the internet penetra�on rate is 

70.3%. According to the Industry Summit 4.0 

organized in Vietnam in 2021 [17], 41 out of 63 

provinces and ci�es in Vietnam had smart city 

projects and spent 1% to 2% of the provincial 

investment in building smart city infra-

structures mee�ng the local cultural economy, 

and resources. According to the report of 

Freedom House in 2022 [18], Vietnam scored 

low on both global freedom and Internet 

freedom compared to other Asian countries, 

which meant a country with low poli�cal rights 

and civil liber�es. The shortcomings included 

monopoly of poli�cal power, restricted 

f reed o m o f  ex p res s io n ,  p r imar i l y  th e 

government's surveillance of private online 

ac�vi�es and compliance of social media 

companies to censor dissidents, and the 

seizure of lands by violence. Compared to the 

world, the state of digital in Vietnam blooms at 

a higher rate, but the freedom of poli�cal and 

civil rights, including the Internet, are among 

the lowest.

A
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4.3. Sustained economic growth in Vietnam
In 2019, Vietnam set the target to reach high-

income status by 2045, but there are challenges 

for tackling the chronic rural poverty and 

increasing off-farm opportuni�es concerning 

investment in physical, digital, and human 

capital, cost of market integra�on, use of 

agricultural land, and women empowerment 

[19]. Although the Vietnamese economy 

achieved a 6 to 7 percent growth rate and a 5 

percent increase in household consump�on 

per capita annually, economic security remains 

the main concern for Vietnamese who are no 

longer poor but not yet middle class. The 

transi�on to upper-middle and high-income 

country living standards requires a focus on 

human capital as a combina�on of educa�on, 

skills, and health, which determines labor 

produc�vity, sustainable economic growth, 

and overcomes intergenera�onal poverty. 
Economic mobility policy encounters challenges 

of high-skilled labor and an inadequate social 

protec�on system. The Vietnamese labor 

market is characterized by low wages, high 

informality, medium skills, and low expansion to 

high-skill jobs.

Figure 2. Freedom of expression and equality in some Asian countries (A, B) [18]

B

Figure 3. Share of welfare in social assistance of Vietnam compared to neighboring countries [19]
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The current social protec�on system does not 

protect households against all risks regarding 

accidents and illness, unemployment, and 

environmental changes such as climate change, 

pandemics, and economic shocks. Compared to 

neighboring countries, Vietnam has a low public 

investment in social support.

As Vietnam has a high poten�al to develop 

digital ci�zenship and a digital society soon, 

the government needs to ensure the safety and 

freedom of digital ci�zenship and reinforce the 

culture. To cope with a rapidly aging popula�on 

and rising middle-class, the government needs 

to increase public investment in social support 

to ensure equitable and sustainable economic 

growth.

5. CONCLUSION AND RECOMMENDATIONS
In conclusion, systema�c literature review 

results and qualita�ve findings confirmed that 

the forma�on of new social order is based on 

data re la�onsh ips .  Opportun i�es and 

challenges for Vietnam's social order in the 

digital economy included social iden�ty 

management, smart urban infrastructure 

management, and data colonial ism. As 

Vietnam is already in the process of building e-

government and smart ci�es, the country has a 

high poten�al to develop digital ci�zenship and 

a digital society soon. As freedom of expression 

is controlled restric�vely by the government, 

especially the controversial Internet cen-

sorship, it mi�gates data colonialism but 

simultaneously evades personal privacy and 

civil rights in a digital society. The equality of 

the social iden�ty classifica�on system and 

urban polariza�on need to be addressed 

carefully in the socio-economic development 

in Vietnam.

The systema�c produc�on of knowledge in 

society is the heterogeneous accumula�on of 

all reality and the legi�macy of diverse 

characters and history, while social order in the 

logic of Big data is the visionary order and 

totality under algorithm control [13]. The 

government must address the mi�ga�on of 

commercially mo�vated data extrac�on or 

economic and governance interests, which 

enables human development based on natural 

social knowledge development, historical 

diversity, and heterogeneous society [13]. 

Therefore, the strategy focused on human 

capital development increases the cons�tu�ve 

role of the human in the social development 

and digital transforma�on process and creates 

social values for the development of the digital 

economy in Vietnam.

To increase the accountability for the algorithm 

used to rank and classify digital ci�zens, open 

government based on collec�ve governance 

not only gives the public control over data 

collec�on par�cipa�on but also challenges the 

existence of tracking systems based on social 

effects [11]. To ensure equitable urban 

processes at all geographical scales, the 

governance efforts need to employ a larger 

economic, social, and cultural development, 

including the ICT connec�on, service, skills, 

and different spaces of expression [12]. Local 

authori�es need to develop local content and 

expression, which raises a voice to local 

governance and the mainstream economy. To 

prevent the malicious use of AI, technology 

legis la�on and regula�ons should pay 

a�en�on to cybersecurity ma�ers [2] and 

foster a culture of responsibility through 

ethical standards and educa�on [3]. Ethical 

standards in AI include transparency in system 

design, traceable accidents, and personal data 

access control, which educates and empowers 

technologists to make priori�es based on 

society, applica�on, commerce, and en-

vironment. Therefore, a collabora�on of 

government, business, and educa�on are 

essen�al to ensure the safety and freedom of 
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digital ci�zenship, reinforce the culture and 

increase social support as a resolu�on for the 

socio-economic development in Vietnam to 

achieve a digital society by 2030 and high-

income country by 2045. 

Prac�cal impl ica�ons suggest that the 

go ve r n m e nt  s h o u l d  i m p ro ve I nte r n et 

censorship policy to ensure freedom of 

expression for digital ci�zens while streng-

thening cybersecurity to protect safe and 

secure cyberspace for hyper-connected 

ci�zens, enterprises, and the government. 

Besides, both the government and local 

authori�es should leverage technological 

innova�on to introduce cultural products and 

experiences to the world and maintain the 

unique beauty of tradi�ons and values of 

Vietnamese society from the ancestry and long
history of figh�ng for na�onal libera�on of the 

country. Last but not least, the government 

should increase welfare to support the basic 

needs of ci�zens as well as educa�on and 

employment opportuni�es equitably dis-

tributed among ethnic groups with greater 

a�en�on to recovering the economic loss of 

households and organiza�ons due to the 

pandemic. Finally, business and educa�on can 

play vital roles in sharing responsibili�es with 

the government in human capital development 

through the prac�ce of ethical technology 

standards and the training of sustainable career 

skills, including emo�onal intelligence, cri�cal 

thinking, and intercultural communica�on, as 

well as lifelong learning skills for students.

Figure 4. The resolu�on for the socio-economic development in Vietnam toward a digital society 
by 2030 and a high-income country by 2045
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Cơ hội và thách thức đối với trật tự xã hội của Việt 

Nam trong nền kinh tế kỹ thuật số

Trương Hồng Chuyên

TÓM TẮT
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nghiệp để phát triển nguồn nhân lực liên quan đến quyền công dân kỹ thuật số, củng cố văn hóa 

và hỗ trợ xã hội.

Từ khóa: bản sắc xã hội, nền kinh tế số Việt Nam, xã hội số Việt Nam, quyền công dân số, phát triển 
vốn con người
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