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ABSTRACT
Online transac�ons have increased drama�cally over the decades. Credit card transac�ons account 
for a large propor�on of these transac�ons. This leads to an increase in credit card fraud transac�ons, 
causing damage to the financial industry. Therefore, it is important to create fraud detec�on systems, 
consis�ng of two labels fraud and no fraud. However, the dataset is not balanced between the two 
labels. In this paper, we use the resampling method such as SMOTE to process this unbalanced dataset 
to obtain a balanced dataset. The machine learning (ML) algorithms, named random forest, k nearest 
neighbors, decision tree, and logis�c regression are applied to this balanced dataset to create ML 
models. The performance of these ML models is evaluated through accuracy, recall, precision, and F1 
score. We observed that the SMOTE-based random forest algorithm iden�fies frauds in a be�er way 
than other algorithms.
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1. INTRODUCTION

Fraudulent ac�vi�es have been increasing
significantly in various industries worldwide,
par�cularly in the financial industry. In financial
companies, credit card fraud is considered the
most problema�c and is needed to prevent it as
soon as possible. In order to reduce drama�cally
consequences of credit card fraud, fraud
detec�on approaches need to inves�gate to
strictly handle. Systems of fraud detec�on are
trained through older transac�ons so as to
decide about future ones [1].

In fraud detec�on, the number of normal cases 
is significantly more than fraudulent cases. This 
leads to the status of imbalanced data. In the 
skewed dataset, one class of data has a very high 
number of instances while the other class 
accounts for a very small number of ones. 
However, machine learning algorithms work 
effec�vely on the balanced distribu�on of 
classes. In order to tackle the issue of the skewed 
datasets, many solu�ons have been researched 
in the past few years. In these researches, three 
groups, known as data-level, algorithm-level, 
and ensemble solu�ons, are commonly 
proposed [2].

In this paper, the resampling approach, named 
Synthe�c Minority Over-sampling Technique 
(SMOTE) is used to obtain a balanced dataset. 
The machine learning algorithms, named 
random forest (RF), k nearest neighbors (KNN), 
decision tree (DT), and logis�c regression (LR), 
then, are u�lized to train the balanced dataset 
obtained. Comparisons of performances of 
machine learning algorithms based on two 
resampling techniques are pointed out to select 
the best case to detect credit fraud.   

The remainder of this paper is structured as 
follows: Sec�on 2 presents related work. Sec�on 
3 is about the descrip�on of dataset. Sec�on 4 
shows SMOTE technique. Sec�on 5 describes 
machine learning algorithms and classifica�on 
measurements. Sec�on 6 illustrates the out-
comes. Lastly, sec�on 7 concludes this paper.

2. RELATED WORKS
Credit card fraud has resulted in a huge loss in
both customers and financial companies
worldwide. Therefore, researchers have an
effort to search for op�mized methods to detect
and prevent this fraud. Recently, machine
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learning approaches have applied to detect 
fraudulent ac�vi�es. In the paper [3], the app-
roach named extreme outlier elimina�on and 
hybrid sampling technique is proposed to 
generate high predic�ons for both fraud and 
non-fraud classes. In the paper [4], P. Kumari et 
al. analyzed several ensemble classifiers, 
known as Bagging, Random Forest, Clas-
sifica�on via Regression, Vo�ng and compared 
them with some effec�ve single classifiers 
such as K-NN, Naïve Bayes, SVM, RBF Classifier, 
MLP, Decision Tree. The evalua�on of these 
algorithms is implemented through three 
different datasets and treated with SMOTE to 
solve the skewed dataset. In the [1], D. S. 
Sisodia et al. indicated that the SMOTE ENN 
method detects the fraud in a be�er way than 
other classifiers in the set of oversampling 
techniques considered, and TL works be�er on 
the set of undersampling techniques taken. In 
the paper [5], R. Brause et al. proposed the 
combined probabilis�c and neuro-adap�ve 
method for a given database of credit card 
transac�ons of the GZS. In the paper [6], A. 
Srivastava et al. used a hidden Markov model 
(HMM) to model the sequence of opera�ons in 
credit card transac�on processing and showed 
how it can be used for the detec�on of frauds. 
In the paper [7], S. Benson Edwin Raj et al. 
analyzed several modern techniques based on 
Ar�ficial Intelligence, Data mining, Fuzzy logic, 
Machine learning, Sequence Alignment, 
Gene�c Programming to detect various credit 
card fraudulent transac�ons. These app-
roaches proved efficient credit card fraud 
detec�on system.

In summary, there are a variety of ways to 
create models for iden�fying fraudulent 
ac�vi�es in order to reduce risks in the 
financial field.  However, depending on each 
specific case, these techniques men�oned in 
this paper have different strengths and 
weaknesses. In this paper, we use four simple 
but effec�ve ML algorithms to predict the 
fraud ac�vi�es. In addi�on, apart from 
accuracy measurement for ML models, we also 
inves�gate more measures such as recall, 

precision, and F1 score to provide be�er 
evalua�on measures. 

3. DATASET
In this study, we select dataset of credit card
fraud predic�on as a case study of imbalanced
dataset obtained in [8]. This dataset included
transac�ons which is collected within 2 days and
created by credit cards in September 2013 by
European cardholders. The dataset has 284,807
transac�ons and 31 columns. These columns
consist of 28 numerical features, named V1 to
V28, a feature of “Time”, a feature of “Amount”
and a label of “Class”. The label of “Class” is
divided into two classes, such as posi�ve class
(frauds) denoted 1, and nega�ve class (no-
frauds) denoted 0. This dataset is highly skewed.
The posi�ve class (frauds) occupied 0.172% of all
transac�ons which is revealed in Figure 1.

Figure 1. Fraud class histogram

A�er analyzing the data set through python 3.7 
version, we recognized that the feature 
“Amount” has values from 0 to 25,691.16. 
However, if features are on a rela�vely similar 
scale and/or close to normally distributed, the 
ML algorithms will have good performances or 
converge faster. Therefore, standardiza�on is 
used to eliminate the mean and scale to unit 
variance to alleviate the wide range of the 
feature “Amount”, so approximately 68% of the 
values lie in between (-1, 1) [9]. A new feature, 
named “normAmount” is added to the dataset. 
Addi�onally, the “Time” and “Amount” features 
do not need to build model so we will drop these 
features. We obtained the dataset of 30 features 
and the “Class” label. 
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5. MACHINE LEARNING ALGORITHMS
5.1. Random forest  
The random forest algorithm is one of the 
supervised learning algorithms for classifica�on 
and regression. A random forest is an ensemble 
method that includes mul�ple decision trees. 
This algorithm illustrates be�er outcomes once 
the number of trees is increasing in the forest 
and also prevents the model from overfi�ng. 
Each decision tree in the forest gives several 
outcomes. These outcomes are combined 
together so as to achieve more accurate and 
stable predic�ons [14 - 15].

5.2. K nearest neighbors
K nearest neighbors algorithm (KNN), is a non-

parametric approach used to solve both types of 
problems and recovery processes. Despite the 
simplicity of this algorithm, it can do much be�er 
than a more systema�c approach. KNN requests 
only the selec�on of k, the number of neighbors 
to be considered when implemen�ng the 
classifica�on. If the k value is small, the es�mate 
of classifica�on is prone to large sta�s�cal 
errors. On the contrary, if k is large in value, this 
allows the distant points to contribute to the 
classifica�on, causing smooth out some of the 
details of the class distribu�on. Therefore, the 
value of k is considered to choose to minimize 
error classifica�on on various independent 
number of data valida�on or by cross-valida�on 
procedures [16 - 17].

Next, in order to deal with the issue of 
imbalanced data, the resampling technique, 
named synthe�c minority oversampling 
technique (SMOTE) [10] is used in this study. As 
the SMOTE techniques is popular and has 
demonstrated their benefits when solving 
skewed dataset [11 - 12]. A�er implemen�ng 
these techniques for the credit fraud detec�on 
dataset based on python 3.7 version, we 
accomplished the balanced dataset.

4. SMOTE TECHNIQUE 
SMOTE technique which is one of popular 

oversampling techniques can mi�gate the risk of 

overfi�ng faced by random oversampling [13].

This technique produces ar�ficial samples 

instead of merely duplica�ng current ob-

serva�ons. As illustrated in Figure 2, this is 

obtained through linearly interpola�ng a 

randomly selected minority observa�on and 

one of its neighboring minority observa�ons. In 

other words, this technique has three steps to 

produce a synthe�c sample. The first step is to 

select a random minority observa�on  . The 

second step is to select instance    in its k nearest 

minority class neighbors. The last step is to 

create a new sample   through randomly inter-

pola�ng the two samples:                           , where 

w is denoted as a random weight in [0,1].

Figure 2. SMOTE linearly interpolates a randomly selected minority sample and one of its k = 4 
nearest neighbors
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5.3. Decision tree
The decision tree (DT) algorithm is one of the 
most commonly used classifiers for classifying 
problems. This is mainly because this algorithm 
is capable of handling sophis�cated problems 
by providing an understandable representa�on 
easier to interpret and also their adaptability to 
the inference task by genera�ng logical rules of 
classifica�on. A DT encompasses nodes for 
tes�ng a�ributes, edges for branching by 
values of the selected a�ribute, and leaves 
labeling classes where for each leaf a unique 
class is a�ached. There are two major pro-
cedures in a DT that show one to build the tree, 
the other for the knowledge inference i.e. 
classifica�on [18 - 19].

5.4. Logis�c Regression
Logis�c regression (LR) algorithm is one of the 
most prevailing approaches for binary clas-
sifica�on. The rela�onship between predictors 
that might be con�nuous, binary, and cate-
gorical is indicated in the LR model. The 
dependent variable can be binary. According to 
several predictors, we an�cipate whether 
something will occur or not. We iden�fy the pro-
bability of belonging to each category for a given 
set of predictors [20].

5.5. Classifica�on performance evalua�on
In order to evaluate performances of the 
aforemen�oned ML algorithms on the 
resampled dataset, different criteria, named 
accuracy, recall, precision, and F1 score are 
chosen in this study [21]. These criteria are 
computed from a confusion matrix which is 
shown in Table 1. The confusion matrix is a good 
op�on to measure the performances of ML 
algorithms in the classifica�on problems as it can 
observe the rela�ons between the classifier 
outputs and the true ones. Table 1 indicates four 
different combina�ons of predicted and actual 
values explained as follow:

a) True posi�ve (TP):  number of samples with ab-
sence of fraud predicted as absence of fraud. 

b) False posi�ve (FP): number of samples with pre-
sence of fraud predicted as absence of fraud. 

c) True nega�ve (TN): number of samples with pre-
sence of fraud predicted as presence of fraud. 

d) False nega�ve (FN): number of samples 
actually have absence of fraud predicted as 
presence of fraud. 

Table 1. Confusion matrix

The classifica�on measures are defined as 
below: 
Classifica�on accuracy is one of the most 

popular ly  employed measures  for  the 

performance of classifica�on, and it is a ra�o of 

the correctly classified samples over the total 

number of samples as shown in (1).

Precision or posi�ve predic�ve value illustrates 

the propor�on of posi�ve samples correctly 

classified to the total number of posi�ve 

predicted samples as shown in (2). 

Recall, sensi�vity or true posi�ve rate represents 

the ra�o the propor�on of posi�ve samples 

correctly classified to the total of posi�ve 

predicted samples and nega�ve predicted 

samples as indicated in (3).

F1 measure is defined as the harmonic mean 

among precision and recall as illustrated in (4). F1 

measure has a range from 0 to 1, which means its 

high values reveal high classifica�on per-

formance.
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Predicted  Values  

Class Nega�ve (0)  Posi�ve (1)  

Nega�ve (0) 
True Nega�ve  

(TN)  
False Posi�ve

(FP)  

Posi�ve (1) 
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True Posi�ve
(TP)  
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TP
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TP + FP
(2)

TP
Recall = 

TP + FN
(3)

1

Precision* Recall
F  = 

Precision + Recall
(4)

Accuracy =
TP +TN

TP +TN +FP +FN

( )
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6. RESULTS
A�er using the SMOTE technique, the imbalanced 

dataset men�oned in sec�on 2 achieved the ba-

lanced dataset as shown in Figure 3.

Figure 3. Balanced dataset

Addi�onally, the comparison of the accuracies of 

four machine learning approaches based on the 

imbalanced dataset and the balanced dataset 

obtained from the SMOTE technique is indicated 

in Table 2. The values of accuracies of the 

balanced dataset obtained from the SMOTE 

technique are higher than the ones of accuracies 

of the imbalanced dataset. As a result, the SMOTE 

technique demonstrated its effec�veness when 

genera�ng the balanced dataset.

Table 2. Comparison of accuracies of four 

machine learning approaches based on the 

imbalanced dataset and the balanced dataset 

obtained from the SMOTE technique

Furthermore, the performance of four 

machine learning approaches based on the 

SMOTE technique is evaluated for the pre-

dic�on of fraud using 30 features discussed in 

the dataset sec�on. Through python 3.7 

version, the confusion matrices of RF, KNN, DT, 

and LR algorithms based on the resampled 

dataset are accomplished to iden�fy the TN, 

FN, FP, and TP. The confusion matrices of RF, 

KNN, DT, and LR algorithms with SMOTE are 

shown in Table 3, Table 4, Table 5, Table 6 

respec�vely.

Table 3. Confusion matrix of RF with SMOTE

Table 4. Confusion matrix of KNN with SMOTE

Table 5. Confusion matrix of Decision Tree with 

SMOTE

Table 6. Confusion matrix of LR with SMOTE

Classifica�on performance measurements of 

four ML algorithms with SMOTE are revealed in 

Table 7 and Figure 3.The accuracies of afo-

remen�oned algorithms with resampled 

dataset are almost similar (above 99%), except 

LR algorithms (approximately 97%). The 

precision of RF with SMOTE is about 92%, while 

this one of LR with SMOTE is only appro-

ximately 6%. Similarly, F1 score of RF with 

SMOTE is around 86%, while this one of LR with 

SMOTE is only 11%. Among four classifica�on 

measures, the recall values do not indicate the 

big gap between ML algorithms relied on 

SMOTE. Moreover, the classifica�on perfor-

mance measurement of RF algorithm with 

SMOTE has generally be�er performances 

ML approaches Accuracies

RF with imbalanced dataset 96.12%  

RF with balanced dataset based on SMOTE  99.95%  

KNN with imbalanced dataset 95.72%  

KNN with balanced dataset based on SMOTE  99.83%  

DT with imbalanced dataset 94.89%  

DT with balanced dataset based on SMOTE  99.76%  

LR with imbalanced dataset 95.75%  

LR with balanced dataset based on SMOTE  99.52%  
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compared with others, over 90% regard to 

accuracy and precision, and above 80% with 

recall and F1. 

Table 7. Classifica�on measurements

Figure 3. Classifica�on performance 

measurements

7. CONCLUSION AND FUTURE WORK
In this study, performance evalua�on of 

machine learning for predic�on of credit fraud 

detec�on is implemented. We compre-

hensively analyzed the fraud dataset based on 

python version 3.7. The techniques such as 

SMOTE are applied for this dataset to achieve 

the balanced dataset. Four ML methods, then, 

are u�lized to predict the detec�on of 

fraudulent ac�vi�es via the balanced dataset. 

Four classifica�on measurements, named 

accuracy, recall, precision, and F1 score which 

are calculated from confusion matrix are used 

to search for the suited performance for the 

problem of detec�ng fraud transac�ons. In the 

future, the dataset needs to collect precisely 

and extended through financial companies so 

as to accomplish the exhaus�ve model. 

Although the SMOTE technique is applied to 

generate the balanced dataset, the true 

posi�ve samples are s�ll less than the true 

nega�ve ones. We con�nue to research other 

resampling techniques and ML algorithms to 

improve fraud detec�on system. 
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Phát hiện gian lận thẻ �n dụng dựa trên học máy
Trần Thành Công*

TÓM TẮT

Sự gia tăng các giao dịch gian lận thẻ �n dụng trực tuyến gây thiệt hại cho ngành tài chính. Hệ 

thống phát hiện gian lận, bao gồm hai nhãn gian lận và không gian lân cận được tạo ra. Tuy nhiên, 

dữ liệu này không cân bằng giữa hai lớp nhãn. Phương pháp lấy mẫu lại, SMOTE, được sử dụng để 

xử lý một tập dữ liệu không cân bằng thu được một tập dữ liệu cân bằng. Sau đó, các thuật toán học 
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cho tập dữ liệu cân bằng này để tạo ra các mô hình học máy để phát hiện gian lận thẻ. Hiệu suất của 

các môn hình học máy này được đánh giá bằng cách sử dụng độ chính xác, độ thu hồi, �nh rõ ràng 

và điểm F1. Thuật toán rừng ngẫu nhiên dựa trên SMOTE xác định các gian lận theo cách tốt hơn 

các thuật toán khác.

Từ khóa: máy học, phân loại, dữ liệu không cân bằng, SMOTE, phát hiện gian lận
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