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GIAI PHAP PHAN LOP TRONG HE THONG PHAT HIEN XAM NHAP

Ngo Thi Ngoc Tham', Nguyén Kién Cudng
. Trudng Pai hoc Tran Pai Nghia
TOM TAT
Hé thong phdt hién xdm nhdp mang st dung trén nhiéu linh vuc hoagt déng an ninh mang. Hé
théng nay c6 nhiém vu phdn tich va du bdo hdnh vi tdn céng mang. Viéc xdc dinh hanh vi tdn
c6ng mang dua trén cdc mdu da luu trir cing khd ndng hoc dé nhdn dang cdc cubc tén céng mdi.
Tinh chdt ctia méi kiéu tdn céng la khdc nhau. Trong badi bdo ndy sé tiép cdn cdc ky thudt mdy
hoc nhdm tim ra ky thudt mdy hoc téi wu phu hop véi méi kiéu tdn céng. Tir dé, dua ra gidi phdp
phdn I6p da tdng sir dung cdc ky thudt mdy hoc téi wu phu hop véi méi kiéu tdn céng & méi tdng.

Tir khod: mdy hoc, hé théng phdt hién xdm nhdp mang, khai thdc dir liéu.

1. GIGI THIEU

Hién nay, dudi su phat trién manh mé cula
Internet 1a mét trong nhitng yéu t6 quan
trong thuc day su phat trién cua cac t6 chirc,
doanh nghiép. Tuy nhién, c6 nhiéu rui ro khi st
dung Internet xuat phat tir cdc cudc tan cong
mang. Vi vay, cac hé thong phat hién xam nhap
(Intrusion Detection System - IDS) khac nhau da
dugrc thiét ké va xay dung nham ngan chin cac
cudc tan céng nay. Muc tiéu cua IDS |3 dé cung
cap mot blrc twong bao vé, gilip cac hé thong
mang c6 kha ndng chéng lai cac cudc tan cong
tlr Internet. Cac IDS dung dé phat hién viéc sir
dung cac loai truyén théng mang va hé thong
may tinh doc hai, nhiém vu ma cac birc tuong
Ilra quy udc khéng thé thuc hién duoc. Viéc
phat hién xam nhap dua trén gia thiét 13 hanh
vi clia ké xam nhap khac véi ngudi sir dung
hop 1é [1]. Hinh 1 md ta cac vi tri dién hinh cla
IDS trong mét hé théng mang. O do, cac bit dir

liéu vao ra gilra Internet va mang cuta té chirc,
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doanh nghiép duoc cac IDS bat, xtr ly va phan
|6p d€ xac dinh d6 1a mét truy cap binh thuong
hodc mét cudc tan cong; tir d6 c6 cac canh béo,
hanh déng phu hop. Cac IDS dugc chia thanh
hai loai: IDS dua trén diu hiéu (misuse-based)
va IDS dua trén su bat thudng (anomaly-based)
[2]. Viéc phan |&p can clr vao cach tiép can phat
hién xam nhap. IDS dua trén diu hiéu sir dung
mau clia cac cudc tan cong da biét hoic diém
yéu clia hé théng dé xac dinh xam nhap, tuong
tu nhu cadc phan mém chéng virus sir dung mau
dé phat hién virus. YEu diém cla ky thuat nay la
khong thé phat hién cac mau tan cong mai, nén
nd can phai cap nhat lién tuc cac dau hiéu tan
cong dé nhan dang cac cudc tan cong mai.

IDS dua trén su bat thudng c6 gang xac dinh do
léch so v&i cdc mau sir dung thong thudng da
duoc thiét 1ap trudc dé danh diu cac xam nhap.
Vi vay, cac IDS dua trén su bat thudng can quen

v&i cac mau s dung théng thudng théng qua viéc
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Hinh 1. Vi tri ctia IDS trong hé théng mang [3]

hoc. Cac ky thuat may hoc khac nhau da duoc
str dung réng rai dé phuc vu cho muc dich nay.
Hinh 2 mé t3 kién trdc cta mot IDS sir dung ky
thuat may hoc [4]. O d6, chudi bit bat duoc,

sau khi qua cac cong doan tién xur ly, chon Iua

thudc tinh sé duoc phan I6p boi cac bd phan
|6p (classifier) da duoc hudn luyén. Viéc huan
luyén cac bb phan I1&p duogc thue hién qua pha
huan luyén va kiém tra vai tap dir liéu huan

luyén da luu.

Bat dir liéu qua mang

v

Tién xir ly dir liéu

y

Chon thuoc tinh

A 4

Pha hudn luyén

Bo phan lop »|  Phakiém tra

y

Dir lieu da phan lop

Tap dir lieu

huan luyén

Hinh 2. Kién tric cia mét IDS

C6 nhiéu ky thuat hoc khac nhau d3 duogc cac
hoc gid dé xuat sir dung khi xay dung cac bd
phan |&p. Bai viét nay dé cip dén viéc xay dung
mot bo phan 16p lai da tang, trén co s& sir dung
cac bd phan 16p thanh phan t6i wu phu hop
nhat vai tirng kiéu tan cong & moi tang. Do tinh
chat dac thu ca méi kiéu tan cong, cac ky thuat
may hoc toi wu phu hgp nhat dugc lua chon khi
xay dung cac bd phan I6p thanh phan theo cac

tiéu chi danh gia.

2. CAC KY THUAT DUNG TRONG BO
PHAN LGP DA TANG

May vecto hd trg (Support Vector Machine
- SVM): Ia mot giai thuat may hoc dua trén ly
thuyét hoc théng ké do Vapnik (1998) dé xuat.
Bai toan co ban ctia SVM 1a bai toan phan 16p
loai 2 |6p: cho trudc n diém trong khong gian
d chiéu (mdi diém thudc vao moét 16p ky hiéu 13
+1 hoac -1, muc dich cuta giai thuat SVM Ia tim
mot siéu phang (hyperplane) phan hoach t&i uu

cho phép chia cac diém nay thanh hai phan sao
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cho cac di€ém cung mét |&p nam vé mét phia véi
siéu phang nay.
Xét tap dir liéu miu co thé tach roi tuyén tinh
{x; ¥, (X Vo) (X, Y )} VGBI X € R vay, € {£1}.
Siéu phang t6i wu phan tap dit liéu nay thanh hai
|6p 13 siéu phang c6 thé tach roi dir liéu thanh
hai 16p riéng biét véi [é (margin) I&n nhat. Tirc
la, can tim siéu phang H: y = w.x + b = 0 va hai
siéu phang H,, H, hé trg song song vé&i H va c6
cung khoang cach dén H. Vai diéu kién khong
c6 phan t&r ndo cda tap mau nam gitra H,vaH,
khi dé:

wx+bz+lvdiy=+lvawx+bs-1

véiy = -1, két hop ta co y(w.x + b) > 1.

Khoang cach cta siéu phang H, va H, dén H la:

Wil =wy® + wy? + e+ w2

Ta can tim siéu phang H vdi 18 16n nhat, tic [a
giadi bai todn toi wu tim min(w),b||w|| v&i rang
budc y(w.x + b) > 1. Tir d6 giai dé tim duoc
cac gia tri téi vu cho w, b. Vé sau, viéc phan
loai mdt mau mai chi 13 viéc kiém tra ham dau

sign(w.x+b).

Loi giai tim siéu phing t&i wu trén c6 thé mo
rong trong trudng hop dir liéu khong thé tach
r&i tuyén tinh bang cach anh xa dir liéu vao mot
khong gian c6 s6 chiéu Ién hon, qua viéc sur
dung mot ham nhan (kernel) nhu: Polynomial,
Laplacian, Sigmoid, Gaussian (GRBF),...

Cho dén nay da cé nhiéu cai tién, bién thé cla
SVM véi muc dich nadng cao hiéu qua phan I6p
cta cac IDS [5-12].

Mang noron nhan tao (Artificial Neural
Network- ANN): 13 m6 hinh xtr ly thong tin mo
phéng hoat dong ctia hé théng than kinh sinh
vat, bao gébm s6 lwong 16n cac noron duoc gan
két dé xur ly théng tin. ANN giéng nhu bd nio
con ngudi, duwoc hoc bai kinh nghiém (qua huan
luyén), c6 kha nang luu gilr nhirng kinh nghiém
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hi€u biét (tri thirc) va sir dung nhirng tri thirc do
trong viéc du doan cac dir liéu chua biét. ANN
duoc huan luyén theo 2 ky thuat co ban 13 hoc
c6 giam sat va hoc khoéng giam sat.

Cay quyét dinh (Decision Tree - DT): v&i nhirng
uu diém cla minh, cdy quyét dinh duoc danh
gia 12 mét cong cu manh, phd bién va dic biét
thich hop cho data mining néi chung va phan
|6p dir liéu ndi riéng [8]. Ngoai nhitng uu diém
nhu: xay dung tuong déi nhanh, don gian, DT
dé dang duoc chuyén ddi sang cac cau lénh SQL
(Structured Query Language) duoc st dung dé
truy nhap co s& dir liéu mot cach hiéu qua. Cudi
cung, viéc phan |6p dua trén DT dat duoc su
tuong tu, doi khi Ia chinh xac hon so véi cac
phuong phap phan I&p khac.

3. TAP DU’ LIEU VA CAC CHi sO DANH
GIA

Trudc khi cac bé phan |6p duoc dua vao sur
dung dé€ phat hién xam nhap mang, cic bd
phan I&p phai trai qua qua trinh huan luyén
va kiém tra, viéc huan luyén va kiém tra dugc
thuc hién trén tap dir liéu da duogc gan nhan
trude. Theo théng ké [13], tap di liéu dugc sir
dung phé bién nhat trong cac thi nghiém cho
dén nay 13 KDD99, dugrc tao ra bang cach xtr ly
phan dir liéu TCPDUMP lay duoc trong 7 tuan
tlr hé thong phat hién xam nhap DARPA 1998.
KDD99 gébm cac tap dir liéu huan luyén va kiém
tra. Tap di liéu huan luyén c6 4.898.431 vecto
két néi don, méi vecto c6 41 thudc tinh (loai
giao thirc, dich vu va cd) va dugc dan nhan la
binh thuwdng hodc mét cudc tan cong mot cach
chinh xac vai mét ki€u tan céng cu thé [14]. Tap
dir liéu huan luyén chira 22 ki€u tan cong va
thém 17 ki€u trong tap dir liéu ki€ém tra, dugc
phan thanh 4 nhém:

Nhém 1. Denial of Service (DoS), gom cac kiéu
tan cong nhu: Neptune, Smurf, Pod, Teardrop.
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O do, ké tan cong lam cho cac tai nguyén tinh
toan hoic bd nhé qua tai dé xr ly cac yéu cau
hop 1€, hoac tir chéi ngudi dung hop 1é truy cap
may.

Nhém 2. Remote to Local (R2L), gdbm cac ki€u
tan cong nhu: Guess-password, Ftp-write, Imap
va Phf. O do, ké tan cong tuy khong cé tai khoan
nhung cé kha nang glri cac goi tin dén mot may
qua mang, sé khai thac mét sé 16 héng dé dat
duoc quyén truy cap cuc bd nhu la ngudi st

dung clia may dé.

Nhém 3. User to Root (U2R), gdm cac kiéu tan

cong nhu: Buffer-overflow, Load-module, Perl
va Spy. O do, ké tan cong bit dau véi mot quyén
truy cap binh thudng va sau doé khai thac mot
s6 16 héng dé dat dugc quyén truy cap root trén

hé théng.

Nhém 4. Probe, gobm cac kiéu tan cong nhu:
Port-sweep, IP-sweep va Nmap. O dé, ké tan
céng nbd luc thu thap théng tin vé mang may
tinh nham pha v& kha ning kiém soat an ninh
cla no.

Chi tiét vé mbi kiéu tan cong trong tap di liéu
KDD99 dugc mé ta trong Bang 1.

Bdng 1. Thong tin chi tiét tdp dit liéu hudn luyén va kiém tra trong KDD99

Tap dir liéu huan luyén Tap dir liéu kiém tra
Kiéu tan cong S0 mau W% Kiéu tan cong S0 mau wie%
Normal 972,781 19.860 Normal 60,593 19.48
DoS 3,883,370 79.280 DoS 229,853 73.90
Probe 41,102 0.840 Probe 4166 1.34
R2L 1126 0.023 R2L 16,374 5.26
U2R 52 0.001 U2R 70 0.02

* Cac chi s6 danh gia:

-FP: 13 s6 mau bi phan 16p sai la duong tinh;

-TP: 13 s6 mau duoc phan |6p dung 1a duong
tinh;

-FN: 3 s& mau bi phan 16p sai la am tinh;

-TN: 13 s6 mau duoc phan |6p ding 1a am tinh.

Viéc danh gid hiéu nang cta cac IDS duoc thuc

hién qua viéc do va so sanh cac chi sé:

-Accuracy = (TP+TN)/(TP+FP+TN+ FN)

-Sensitivity = R = TPR=TP/(TP+FN)

-Specificity = TNR = TN/(TN+FP)

- Efficiency = (Sensitivity + Specificity)/2

-D06 chinh xac canh bao: Precise=P=TP/(TP+FP)

-Thoi gian huan luyén va kiém tra.
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C6 nhiéu ky thuat danh gid do chinh xac du
bdo nhu: danh gid chéo K-fold, Holdout, Re-
substitution va Leave-one-out [9]. Trong do,
danh gid chéo K-fold dugc xem 13 hiéu qua,
phu hop v&i cac IDS. Theo dé, cac ban ghi duoc
phan ngiu nhién thanh k tap con; mét tap con
dugc chi dinh 1a tp dir liéu kiém tra va cac tap
con con lai dugce x&r ly nhu tap dir liéu huan
luyén. Sau dé, qua trinh danh gia chéo lap lai
k [an, cing nhu dé chinh xac phan |6p cé thé
duoc kiém tra thdng qua cac do chinh xac phan
I6p trung binh tir k [an danh gid. Danh gia chéo
K-fold dac biét phu hgp véi ngudn dir liéu huan
luyén I6&n, trai v&i danh gia Leave-one-out, ton
nhiéu thoi gian dé thuc hién, giy trd ngai do
thai gian huan luyén 16n.
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4. MO HINH DE XUAT

PE phan 16p dir liéu mang thanh cac 16p ing
véi tirng ki€u tan céng cu thé, nhom tac gia
dé xuat mo hinh kién tric cta bo phan 16p lai
da tang dua trén mo hinh phan da [&p truyén
théng One-Versus-Rest (OVR) nhu mé t3 &
Hinh 3. Theo dé, dit liéu truy cap mang dugc
dua vao ting 1 d€ phan 16p 13 binh thudng

hodc mot cudc tan cong. Néu tang 1 phan [6p

truy cap la mét cudc tin coéng, hé thong sé
canh bdo cho ngudi quan tri, déng thoi dir
liéu sé dugc chuyén sang ting 2 dé€ xac dinh
do c6 phai 1a ki€u tdn céng DoS hay khong.
Néu khoéng, dir liéu sé dugc chuyén sang
cac tang k€ ti€p dé xac dinh chinh xac kiéu
tan cong cu thé, truong hop khéng xac dinh
duoc, thi dé 13 kiéu tan cong méi chua duoc
biét dén.

Kiéu t&n Kiéu t&n Kiéu tan Kidu tan
cong DoS cong Probe cong R2L cong U2R
Y Y
Yes
Canh bao >
cho ngugi
quan tri ' No Yes
Tang3 —»
Dir liéu truy cap No Yes
e No ;
Tangs [—» R2L?
Yes
= N l N .
Tang 1 or7ma Yesy ! Binh thuong No
Tang 5 U2R?
No
Tan cong
chua biét

Hinh 3. Kién tric bé phdn l6p da tdng dua trén mé hinh phdn da 6p truyén théng

Viéc lua chon thir tu phan 16p kiéu tan céng dua
Va0 xac suat xuat hién thuc t&€ cia moi kiéu tan
céng nham t6i wu thdi gian phan 16p, cac kiéu tan
céng c6 xac suat xuat hién thap hon sé nam &
cac tang cao hon do thoi gian phan 1&p I6n hon.
Do tinh chat dac thu dir liéu cta mbi kiéu tan
coéng, cac bd phan loai dugc st dung tai moi
tang sé khac nhau, dé xac dinh chinh xac ky

thuat may hoc nao 1a t8i wu tai mdi tang, ching

toi stir dung nhiéu ky thuidt may hoc khac nhau
dé huan luyén, kiém tra va so sanh két qua dua
trén cac chi sé danh gia.

Cac tap dir liéu dung trong thi nghiém duorc tao
ra bing cach rut trich ngau nhién 287,205 mau
tin ttr tap dir liéu KDD99, chia lam 6 tap dir liéu.
S6 mau tin cu thé cho tirng kiéu tan cong trong
moi tap dir liéu thi nghiém dugc théng ké nhu
Bang 2.

Bdng 2. Thong tin chi tiét 6 tap dir liéu con duoc str dung trong thi nghiém

o en S6 mau tin irng voi tirng kiéu tan con Tong s6 mau
1L Tap dir liéu s s s & .
Normal DoS Probe R2L U2R tin
1 | Tap dit lidu 1 9,623 38,891 462 9 0 48,985
2 TElp dir lieu 2 9,622 38,937 407 18 1 48,985

Journal of Science - Hong Bang International University

ISSN: 2615 - 9686




Tap chi KHOA HOC - Trugng Pai hoc Qudc té Hong Bang - S8 12 - 07/2020: 39-48

e S mau tin irng véi tirg kidu tan cong Tong s6 mau
T Tap dir lieu .
Normal DoS Probe R2L U2R tin
3 | Tapdirliéu3 9,903 38,629 437 13 3 48,985
4 | Tap dir lieu & 9,743 38,830 400 12 0 48,985
5 | Tap dirlieu 5 9,706 38,856 16 7 0 48,985
6 | Tap di liéu 6 0 0 11102 1126 5 42,280

Cac tap dir liéu 1-5 duoc sir dung cho cac phan
I&p Normal va DoS. Tap dir liéu 6, gom tat ca
cac mau tin cha cac kiéu tan cong Probe, R2L
va U2R rat trich tir tap dir liéu KDD99, dugc
str dung cho cac phan |&p con lai: Probe, R2L
va U2R. D6 13 do s6 lugng mau tin cla cac kiéu
tan céng Probe, R2L va U2R & céc tap dir liéu

1-5 it, khong ddm bao doé chinh xac phan I6p

khi danh gia hiéu qua cta thuat toan.

K&t qua, do chinh xac phan |I&p (Accuracy)
trung binh dua trén danh gia chéo 5-fold chay
trén cad 6 tap dir liéu sir dung cac thuat toan:
Naive Bayes, SVM, mang noron, cdy quyét
dinh, hoi quy luan ly (Logistic Regression) va
k lang giéng gan nhat duoc trinh bay nhu &
Bang 3.

Bdng 3. D chinh xdc phdn lGp trung binh ing véi méi thudt todn phan [6p

1L B0 phan lop Normal DoS Probe R2L U2R

1 | Cay quyét dinh 99.83% 99.94% 99.81% 99.85% 99.90%
2 | Klang giéng gan nhat 99.79% 99.90% 99.88% 99.78% 99.85%
3 | Hoi quy luan ly 99.14% 99.39% 99.26% 99.17% 99.81%
4 | Hoi quy ludn ly da thirc 99.33% 99.64% 99.53% 99.52% 99.80%
5 | Naive Bayes 98.36% 99.57% 99.56% 99.36% 86.76%
6 | Mangnoron 99.76% 99.90% 99.88% 99.83% 99.82%
7 | SVM tuyén tinh 98.65% 99.45% 99.18% 98.93% 99.73%
8 | SVM v6i nhan dung GRBF 99.63% 99.95% 99.87% 99.77% 99.87%

Theo d6, s6 liéu & cdt Normal thé hién dé chinh
xac phan I1&p mét truy cap 1a binh thuong hay
mot cudc tan cong, s6 liéu & cac cdt con lai thé
hién dé chinh xac phan I6p vai tirng ki€u tan
coéng cu thé 1a DoS, Probe, R2L hodc U2R. Theo
do, bo phan 16p st dung cay quyét dinh dat do
chinh xac cao nhat & cac tang 1, 4 va 5; bo phan
I6p sir dung mang noron dat dé chinh xac cao

nhat & tang 3 va bo phan I16p sir dung SVM véi
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nhan dung GRBF dat dd chinh xac cao nhat &
tang 2. D& thuc hién SVM vai nhan dung GRBF,
mot thuat todn tim kiém luwdi duoc str dung trén
tap huan luyén dé c6 dugc tham sé téi wu dung
cho GRBF, tham s6 nay sau dé duogc SVM sir
dung cho viéc phan 1&p. Kién tridc b6 phan I16p
lai da tAng dugc hinh thanh tir cidc bd phan 16p
don t6i uu phu hop véi méi ki€u tan coéng tai

méi tang duoc trinh bay & Hinh &.

Journal of Science - Hong Bang International University



Tap chi KHOA HOC - Trudng Dai hoc Qudc t& Hong Bang - S6 12 - 07/2020: 39-48

e e e e e e e e e - — —

I 3 — — — = \
I Truy cap Kiéu tan Kidu tan Kidu tan Kidu tan |
1 binh thuong cong Dos cong Probe cong R2L cong U2R I
: A A y 3 y N :
B B ==t q-------b-—-——-}F--———-- miadad l
: truy cap BG phan Lop B6 phan lop BG phan lop BG phan lop B6 phan lop 1 .| Tancong :
| mang diing DT diing SVM diing ANN diing DT ding DT 1 | chuabiét I
| ! |
]

BO PHAN LOP LAI DA TANG

—— e —

Hinh 4. Kién triic bé phdn l6p lai da tdng

Theo két qud thi nghiém, d6 chinh xac du
bao tong thé cua bd phan I6p lai da ting dat
99.83% khi phan I16p cac truy cap binh thudong
va 99.58% khi phan I6p cac kiéu tan coéng, tot
hon so v&i viéc ap dung chi mot ky thuat may
hoc don trong cac IDS [15].

5. KET LUAN

Tur két qua thi nghiém, ta nhan thay: do tinh
chat dac thu dir liéu ctia méi kiéu tan cong, cac
ky thuat may hoc t6i vu phu hgp da duoc lua
chon khi xay dung cac bé phan [6p loai 2 [&p. Tir
do, kién trac moét bd phan 6p lai da tang dung
ky thuat OVR, trén co s& sir dung cac bo phan
|6p loai 2 16p t6i wu da chon & moi tang dé phan
|6p cac kiéu tan cong trong IDS. Dong thoi, két
qua thi nghiém cling dat ra cidc van dé can duoc
ti€p tuc nghién clru, dic biét 13 cac ndi dung:
- Viéc nghién clru tim ra cac bd phan I6p
phirc tap hon so véi cac boé phan I6p don
& mdi tang can dugc xem xét. Xuat phat tir
y tudng két hop nhiéu bé phan I6p dé hop
tac thay vi canh tranh trong viéc thuc hién
nhiém vu, cé thé sé dem lai hiéu ning cao
hon khi két hop cac bdé phan 16p dé phat
trién cac IDS. Cac bd phan |16p co sd: viéc
Ira chon cac bo phan I&p don nhu mot bo

phan I6p co s& dé so sanh va danh gia cac
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bd phan [&p c6 vé khéng phai la Iwa chon
tot, sé tot hon néu cac bod phan I6p lai hodc
két hop duoc sir dung dé so sanh dd chinh
xac du bao.

- Viéc lwa chon thudc tinh va phan cum dir
liéu da cé nhiéu hudng tiép can [5, 16-18].
Tuy nhién, can nghién ciru tim kiém mot
thuat toan lwa chon thudc tinh va phan
cum dir liéu téi wu, pht hgp nhat véi ky
thuat may hoc, cling nhu dac thu dir liéu
ctia méi kiéu tan cong.

- Nang luc xtr ly di¥ liéu cling nhu tinh todn
clia hé théng may déng vai trd quan trong
trong viéc khai thac thuat toan cling nhu ky
thuat may hoc. Tir d6 nang cao hiéu qua xur
ly, ti€p can theo hudng tri tué nhan tao. Can
thuc nghiém trén bd dir liéu co nhiéu loai
tan coéng mdi thay cho bd dir lieu KDD99

va thuc nghiém trén tap dir liéu 1&6n hon.
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CLASSIFICATION SOLUTIONS IN INTRUSION DETECTION SYSTEM

Ngo Thi Ngoc Tham, Nguyen Kien Cuong

ABSTRACT

lintrusion Detection System (IDS) uses in many areas of network security activities. This
system is responsible for analyzing and forecasting network attacks. Identify network attack
behavior based on stored patterns with the ability to learn to identify new attacks. The nature
of each attack is different. In this paper, we will approach machine learning techniques to

find the optimal machine learning technique that is suitable for each type of attack. Since
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then, the multi-layered layering solution uses optimal machine learning techniques to be

ideal for each kind of attack on each floor.
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